DEPARTMENT OF HEALTH AND HUMAN SERVICES

ADMINISTRATION FOR CHILDREN AND FAMILIES

INFORMATION SYSTEMSREVIEW GUIDE

April 1992







PREFACE

This Information Systems Review Guide was developed to support ACF professionas
during the course of state systems reviews. Comments were requested and received from
both centra and regiona office staff and were incorporated, wherever possible, in this
guide.

Nonetheless, the true test of any manua is how well it supports reviewers in the
performance of their assigned tasks and whether it remains relevant and useful. Therefore,
the comment period on this guide remains open.

ACF welcomes suggestions from those using this guide. An Evaluation, Comments, and
Suggestions form is included in Appendix G to this Guide. This form or any other written
comments may be sent to:

Department of Health and Human Services
Administration for Children and Families
Director, Office of State Systems

370 L'Enfant Promenade, SW
Washington, DC 20447-0001
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CHAPTER |: INTRODUCTION

A. BACKGROUND AND OBJECTIVES

The Department of Health and Human Services (DHHS) Administration for Children and
Families (ACF) provides national leadership and direction in planning, managing, and
coordinating the nationwide administration and financing of a broad range of
comprehensive and supportive programs for vulnerable children and families. These
programs are, in large part, carried out by public and private loca agencies and are designed
to promote stability, economic security, responsibility, and self-sufficiency.

Degpite the fact that the programs are carried out at the state and local levels, ACF retains
the responsibility of approving, monitoring, and certifying that the programs are being
executed as intended by law and regulation — and that the expenditure of Federal fundsis
made wisaly.

To achieve these gods, ACF regularly reviews systems being planned, developed,
implemented, and operated by the Statesto ensure:

Effectiveness,

Efficiency,

Economy,

Portability and Transferability,
Quality, and

Financia integrity.

The reviews are conducted by teams of ACF central office (CO) and/or regiona office (RO)
staff in cooperation with the States.

The objectives of this Information Systems Review Guide are to:

Set forth standard guidance for conducting information systems reviews over the
major phases of large scale systems devel opment efforts,

Cover information systems review objectives in al phases of system life cycle
devel opment, implementation, and operation;

Provide guidance to ACF CO and RO staff on scoping and conducting systems
reviews,

Provide information to the States on the review process and potential scope of
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reviews, and

Set forth detailed questionnaires for the review and analysis of systems.
B. AUTHORITY

The origin of the programs overseen and financed by DHHS/ACF is the Social Security
Act. Included under ACF's scope of review authority are:

TitlelV-A:  Aidto Families with Dependent Children
TitlelV-A:  Child Care (JOBS, TCC, and At Risk)
TitlelV-B:  Child Welfare Services

TitlelV-D:  Child Support Enforcement

TitleIV-E: Foster Care and Adoptive Services
TitlelV-F.  Job Opportunities and Basic Skills (JOBYS)

The State systems activities for these programs are managed and reviewed in accordance
with rules codified in the Code of Federal Regulations (CFR), especialy:

45 CFR Part 95, Subpart A: Sets a two-year limit (15 months in some cases) for a
State to claim Federal financia participation (FFP) in expenditures under State plans
approved for certain titles of the Socia Security Act.

45 CFR Part 95, Subpart F:  Specifies the conditions for FFP in the cost of acquiring
data processing equipment and services under an approved State plan; sets forth the
approva and reporting processes of the Advance Planning Document (APD) and
Advance Planning Document Updates (APDUSs); provides an exemption to the
capitalization and depreciation provisons of Subpart G for ADP equipment;
requires access by ACF to al aspects of State systems, and sets States
responsibilities for ADP security. Authorizes under section 95.621 the Department
to conduct "periodic on-site surveys and reviews of State and local agency ADP
methods and practices.”

45 CFR Part 95, Subpart G: Prescribes requirements concerning the computation of
clamsfor FFP in the cost of equipment under public assistance programs.

45 CFR Part 205.35 to 205.38: Provides guidance for the development of an
automated AFDC Statewide management information system, eligible for enhanced
funding.

45 CFR Part 250, Subpart I: Governs State uniform data collection requirements, data
system options, and required case record data.
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45 CFR Part 307: Governs enhanced funding for the acquisition and operation of
comprehensive, statewide Child Support Enforcement systems.

45 CFR Part 74, Subpart D: Establishes retention requirements and access rights for
programmatic, financial, statistical, and other types of records pertinent to grants.

45 CFR Part 74, Subpart G: Contains rules for satisfying Federal requirements for
cost sharing or matching.

45 CFR Part 74, Subparts O and P:  Set forth provisions for the procurement and
property management of supplies, equipment, or services acquired or matched in
part or whole with Federal funds.

The Office of Management and Budget (OMB) has issued requirements which relate to
grants with State and local Governments, including:

OMB Circular A-87: Establishes principles and standards for determining costs
applicable to grants, contracts, and other agreements with State and local
governments.

OMB Circular A-102, Attachment O: Sets standards and guidelines for the
procurement of equipment, supplies, and services for Federa assistance programs.
(Included in 45 CFR Part 74 as Appendix G.)

OMB Circular A-128: Establishes audit requirements for State and local
governments that receive Federa aid, and defines Federal responsibilities for
implementing and monitoring those requirements. (Included in 45 CFR Part 74 as
Appendix J.)

C. AUDIENCE

This Information Systems Review Guide is intended to aid review team members from
ACEF central office and the regional offices in planning, scoping, and conducting reviews of
State information systems.

The Guide is dso planned to be of use to State personnel and their consultants and
contractors working on Federally-assisted programs' information systems. In this way, the
States will be aware in advance of areas of review and focus by Federal oversight personnel.
Further, State systems can be planned, designed, and implemented with the review guide's
objectivesin mind.

D. HOW TO USE THIS GUIDE
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Who. This guide will be used by Federal review personnel from central office and
regional offices. Thisguideisoptional for State use in preparing for reviews.

When. The Information Systems Review Guide will be used by ACF to conduct
systems reviews. It will be used to plan the review, set review objectives, and conduct the
review. States may aso use the document as a source of information during the
development and implementation of State systems.

Where. The guide will be used during pre-review and post-review in ACF central and
regional offices and on-site at the States.

How. The Information Systems Review Guide is intended to be a review ad for
experienced, professona review andysts. In that sense, comprehensive guidance
explaining "why" a question is pertinent is not required. Of more significant aid to such
personnel is a consistent approach to the universe of questions that can be applied in an
information systems review. The Guide represents that universe of questions from which a
review is planned and executed.

The Information Systems Review Guide contains prepared questions for the review, to
make efficient use of reviewer time and to ensure complete and consistent system coverage
in the review. The review anaydst's job is to select the questions that apply to a given
review. (For example, most operations and maintenance questions will not apply to a
system which is still in development.)

These questions are guides. Review professionals should select, supplement, or modify
them with observations and queries based on his or her own professional judgement and
technical experience. Since the questions provided are aimed at a broad range of systems,
the reviewer will determine what is relevant to the system under review and may choose to
eliminate or substitute more pertinent questions.

This guide may be used aone, or in concert with program-specific guides, such asthe IV-D
certification guide.

Why. The Information Systems Review Guide provides standardized guidelines for
conducting information systems reviews over the system life cycle. It provides guidance to
ACF central and regional office staff on scoping and conducting systems reviews, to help
the State identify potential problems and provide assistance, if possible, to correct those
problems. The Guide may aso be of benefit to State personnel by providing information on
the Federa review process and potential scope of systems reviews.

The document provides a consistent methodology for reviewing systems development over
the life cycle from planning to operation and maintenance. The Information Systems
Review Guide may be used, when necessary, in tandem with program-specific guidance.
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What. The guide is divided into four chapters and seven appendices. Chapter | is the
introduction. The remainder of the guide contains the following information.

Chapter 11 provides afunctional overview of the information system review process.
The methodology and structure of the reviews, including the products generated by
the reviews are discussed in Chapter 1.

Chapter 111 contains an overview of the management areas to be reviewed.
Chapter 1V isan overview of the systems engineering areas to be reviewed.

Chapters 111 and IV reference respective appendices which are designed to be the base
operational guides for review team members to use in conducting on-site interviews. The
guestions contained in Appendices C and D are presented in work sheet format. In many
cases they have been phrased in a way that "no" answers in an area may require further
atention. Reviewers should consider the questions to be open-ended if the response
warrants.

Appendices A, B, and E respectively provide aids to the reviewers and team leader
including sample letters used during the review process, sample finding summary
worksheet; and a sample report outline for documents produced during the State systems
review. Appendix F contains reproducible review worksheets. Appendix G provides a
form to be used in evaluating this guide.

E. TYPESOF REVIEW

Severd types of reviews are conducted on Federally-assisted State systems, categorized as
compliance, certification, and recertification. (Seethe Table on the following page.)

Compliance reviews are often conducted earlier in the systems development life cycle than
the certification review. These reviews emphasize compliance with Federa regulations and
directives, frequently with a focus on project management, financial management, and the
State's APD process. The review can also consider critica

EXHIBIT I-1

TYPES OF REVIEWS CONDUCTED ON STATE SYSTEMS

Type of Review Description of Review

Compliance: Compliance reviews are broad-based reviews which may
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include evaluation of management, financial, and technical
aspects of the system development project. These reviews
may be conducted to assure conformance with an approved
APD or they may be more broadly scoped to insure the system
isin compliance with Federal regulations and directives and
that the system meets the goal's and objectives of ACF.

Certification Level 1 certification reviews determine that the system

Level 1: software meets the functional requirements of the applicable
Federal programs. Level 1 certification does not require the
system to be in operation statewide.

Certification Level 2 certification reviews require a system to meet the

Level 2 level 1 software functionality and also to conform to all other
Federa requirements. In order for a system to be certified, it
must be in operation statewide.

Recertification: Follow-up reviews are conducted periodically to ensure
continued conformance with the functional requirements
specified by the applicable program's regul ations.

technical design factors — such as designing code for transportability — which is easily
corrected early in the process, but expensive and difficult to correct later.

Certification reviews are focused on specific program requirements and are essential to
ensure full Federa funding of State programs up to statutory limitations. These program-
focused reviews are often conducted in tandem with compliance reviews.

Through this approach, ACF confirms that key elements of a successful systems
development and implementation effort are in place — such as capacity measurement,
projection, and planning, which ensure that adequate resources are on-line when the new
system goes up.

This guide sets forth an approach and body of questions which can be used in information
systems reviews, regardless of type and scope. During the conduct of a certification review,
this guide will be used in association with program-specific guidance.

F. OVERVIEW OF SYSTEM REVIEW AREAS

This review guide concentrates on two broad areas of focus within an information systems
review:

Management
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System Engineering

These areas of focus concentrate the review on the management functions which direct and
control the information system over its life cycle, as well as the technical aspects of the
system itself. (See Exhibit I-2 on the following page.)

Since failure in either area may result ultimately in systems failure, cost overages, or loss of
Federa matching funds, the need for reviewing both areasis evident.

The potentia benefits of review will vary widely depending on the stage of development or
operation of the system.

For example, a review early in the life cycle of a new system could help to bring
management attention to bear on the redlities of long term operations and maintenance
obligations of such information systems or to help designers evauate the open systems
opportunities which might exist for a new system.

On the other hand, a mature system may benefit from a revised system description which is
readable by program and management staff or from recommendations for modifications to
improve systems effectiveness.

Examples of benefits which could accrue include:

Management Benefits:

Compliance with program and user objectives;
Potential cost savings through system modification, re-engineering, or process
simplification;

EXHIBIT I-2
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Planning for and surviving disaster;

Higher recognition of operations and maintenance functions and resource
requirements;

Continuity of systems support and management through effective systems
documentation; and

Improved system development and operation through improved user / operator /
manager communications.

System Engineering Benefits:

Assessment of potential system modifications;
Improvement in productivity of design;
Improvement in efficiency of design;
Determination of projected system life;
Evaluation of open systems environment (OSE) opportunities; and
Determination of specific hardware/software dependencies.
Chapters 11l and 1V address in greater detail the management and systems engineering

review process. Chapter II, following, provides a functiona overview of the review
process.
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CHAPTER II. FUNCTIONAL OVERVIEW OF THE REVIEW
PROCESS

This chapter provides a functional overview and methodology of the review process to be
followed by centra and regional office ACF personnel when conducting reviews at the
States. The methodology will apply regardless of the program being reviewed — such as
IV-A or IV-D — and regardless of the type of review — such as compliance or certification
— being conducted.

This methodology discusses review initiation, the areas to be reviewed, the schedule of the
review, and the products which will be generated as an outcome of the review. The chart
below shows the overal schemafor the review. As can be seen, the review has four phases:
review initiation, pre-review, on-site review, and post-review. The mgjority of the time and
activity is focused in the pre-review and post-review phases, thereby minimizing the time
and disruption to State personnel.

EXHIBIT I1-1

INFORMATION SYSTEM REVIEW METHODOLOGY

REVIEW PRE-REVIEW ON-SITE REVIEW POST-REVIEW
INITIATION PHASE PHASE PHASE
Select System Review Documents Conduct Entrance Provide
for Review Conference Preliminary
Notify State Assessment
Designate Review System
Team Identify Initial Documentation Conduct
Findings Conference Call
Schedule Conduct Interviews
Review Scope Review and Conclude
Objectives View System Operations Assessments
Plan Reporting
Draft Agenda Document Findings Finalize Findings
Estimate & Conclusions
review's costs Conduct Coordinate Findings
and benefits Conference Call Prepare Report
Notify CO and RO
Finalize Notice Management Notify State
with State
Conduct Exit Briefing Follow-up

A. REVIEW INITIATION

Systems review functions, regardless of type, are always affected by resource constraints:
there are simply not enough review professionals to perform systems life cycle reviews of
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al State systems at al key points during their development. Therefore, ACF managers at
both the CO and RO level need to carefully select and prioritize the information systems
which they will review.

Although the need to conduct reviews is, in some cases, determined by statute — such as
the need to review and certify systems at implementation to support enhanced Federal
funding — generdly, the earlier in a system's life cycle of development the review is
conducted, the more likely the review will positively affect and influence the system's
potential for success.
In selecting and prioritizing systems, CO and RO managers should apply standard criteria
Systems which meet several of these criteria may take a higher priority for review. Criteria
include the following:

State has requested system certification.

Advance Planning Document (APD) submissions or other information sources

indicate there may be a problem in terms of cost, schedule, contract performance, or

project strategy.

System is due for an annual compliance review, asrequired by law.

The system is nearing amajor project milestone, such as writing the system software
or pilot testing the system.

New priorities have developed to improve or enhance functions or services which
are supported by the information system.

The information system's function(s) are duplicated by other more efficient State
systems.

New system development efforts may affect existing systems.

Potential cost savings or avoidance may be possible through integration,
modification, or simplification of the information system.

Age of the system (older operating systems and/or systems in implementation or
planning) may be causing or expected to cause performance problems.

The system may have cross-organizational impact or potentia for multi-State use.

The system may generate high operations and maintenance costs.

I1-2
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The syssem may have potentid to contribute to more effective mission
accomplishment.

Changesto Federa and/or State law may have amajor impact on the system.
The system is not meeting user requirements or expectations.
Complaints have been made concerning system performance.

Central and regional office managers will select the systems to be reviewed at least in part
using the criteria above. The criteria will be identified to the selected review team (see
paragraph 1 below) and will become a part of the review's objectives. If, for example, the
APD process indicates continuing failure to meet system milestones and repeated schedule
dippages, one objective of the review would be to determine why the State is unable to stay
within schedule and what the team can recommend to correct the problem.

The key events and activities of the review initiation phase are detailed on the following
page in Exhibit I1-2.

1. Designate Team

Conducting information systems reviews requires substantial time commitments from
individuals with high levels of program and system expertise. Development of the review
products will require thorough understanding of the system under review and the manner in
which the program's functional requirements will be met. Such understanding and
professional evauation can only be efficiently obtained by a team whose expertise and
background are tailored to the particular system being reviewed.

Once a system is identified for review, the review team and team leader must be selected
with consideration of the following:

Representation of both central and regiona offices, where appropriate;
Adequate number of personnel to conduct the review within the time constraints;

Appropriate mix of skills; and

-3



EXHIBIT I1-2

INFORMATION SYSTEM REVIEW METHODOL OGY

REVIEW INITIATION

Event Select System for Review Designate Team Schedule Review Plan Reporting
Egtimate Costs and Benefits
Action Receive State request, or Select Team Leader Draft schedule for review Identify milestones for plan
reporting
Select systems at CO or RO Select Team Members
level Estimate review's costs and
benefits
Detail Consider priority selection Assure CO and RO Initiate first team conference | dentify when reports to
criteria representation, if possible cal management are required

Consider available
resources

Use criteriafor selection to
forminitial review
objectives

Provide adequate number of
personnel on team

Select appropriate skill mix
for review

Assure effective project
leadership

Outline tasks, times, and
milestones
Assign responsibilities

Set firm dates for completion
of the final report and project
end-date

| dentify when approval from
management is required

Include in schedule

Estimate the probable cost of
the review

Define the projected benefits

11-4




Project leadership selected on the basis of interpersona skills, project management
skills, and writing ability.

Representation: Generally speaking, regiona offices have lead responsbility for
recertification reviews. Centra Office has lead responshbility for certification and
compliance reviews.

Number: Thetotal number of personnel on areview team varies, depending on the size
and scope of the review, the personnel available from both central and regiona offices, and
the number required to obtain the required skill mix. Generaly, however, review teams will
range in size from three to eight, with five or six as the optimum for efficient review.

Skill mix: Review team members are required, because of the nature of the job, to be
skilled and knowledgeable in a variety of subject areas and tasks. For example, review
teams are usually composed of systems analysts, policy or program anaysts, and financia
auditors. The skill mix varies depending on the review. For example, a review conducted
very early in the planning process may not require the participation of afinancia auditor.

In addition to this broad mix of skills, more specific knowledge may be required depending
on the objectives of the review. For example, a review's preliminary objectives may
identify a need to review systems security, the continued validity of the State's initial
cost/benefit determination, or plans for database conversion. In that case, anaysts with
knowledge and skillsin those particular skill areas will be required.

Project L eadership: The project or team leader is critical to the success of the review
and should be selected on the basis of ability to effectively manage and work with diverse
skill groups, proven ability to complete projects on time; demonstrated experience in
working with peers, subordinates, and higher level management; and skills in writing.
During the review, the team leader is responsible for:

Ensuring timely and open communications with State personnel, team members,
and CO and RO management;

Responding to any State request for information;

Identifying tasks, assigning responsibilities, and evaluating preparedness of all team
members (both CO and RO representatives);

Coordinating al regiona activities through the senior regional team member;

Assuring proper substantiating documentation of all review findings and the related
conclusions and recommendations;

11-5
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Approving or disapproving findings for inclusion in the team's report; and

Taking the lead in the entrance and exit conferences and in al negotiations with the
State.

2. Schedule Review and Plan Reporting

After the review team has been designated, a meeting or conference call should be set up by
the team leader to plan the review schedule. The schedule should outline specific tasks,
times, milestones, and assigned responsibilities. Milestones should include key points for
management reporting and approval.

Depending on the size and complexity of the system being reviewed, the resources
available, and the scope of the review, the elapsed time of the review from start to finish
may be from three to six months. Most reviews should be completed in four months or less.

Although the initia schedule may be modified somewhat as the review progresses —
particularly considering the need to coordinate an appropriate time for on-site work — the
schedule should include firm dates for completion of the final report and project end-date.
This dlows RO and CO management to effectively plan the alocation of limited resources
to other projects and forces a discipline on the team to conclude the review in a timely
fashion.

3. Estimate Review Costs and Benefits

The review initiation phase should include a preliminary estimate of how much the review
will cost, in terms of staff salary, travel, and other costs, and a description of the benefits to
be derived from the review, such as fulfilling mandatory legidative and regulatory
requirements, reducing System operating costs, or improving user efficiency and
effectiveness.

B. PRE-REVIEW PHASE AND PRELIMINARY EVALUATION

The purpose of the pre-review and preliminary evaluation is to complete as much review
and analysis as possible before going on-site. This objective has three purposes:

To support the review staff by thorough preparation, which enhances staff
knowledgeability and professionalism;

To limit the time and expense of on-site work for both Federal and State personnel;
and

11-6



To maximize the effectiveness of on-site performance.

The pre-review phase should be completed within two months. Key events and activities of
this phase are detailed in Exhibit 11-3 on the following page.

1. Analyze Documentation, Existing and Required

The team leader, together with the assistance of the team members, must quickly identify
readily available sources of information about the system in question. If areview is being
conducted jointly with aregiona office, the team leader may want to assign aregional team
leader as hisor her "second" on the review team.

Documents which are likely to be readily available to the team are:

APD documents, including planning APDs, implementation APDs, and APD
updates (annual or as needed);

Documents submitted to fulfill the "prior written" approval requirements of 45 CFR
95.611, including Requests for Proposal (RFPs), contracts, and contract
modifications and amendments,

Reports and supporting documentation from previous reviews,

Quarterly project status reports,

Systems documents submitted by the State with the request for certification;

ADP System Security Review Reports submitted in accordance with 45 CFR Part
95.621; and

Any other pertinent documents submitted by the State to either the central or
regional offices.

The review team members should work to clarify their general understanding of the system
through their review of system documentation during the pre-review phase. If the system is
using or will use new technologies with which the team technical members are not familiar,
technical research should be immediately initiated. Further, if required, the review team
should begin to prepare test data for on-site systems verification.

-7



INFORMATION SYSTEM REVIEW METHODOLOGY: PRE-REVIEW PHASE

EXHIBIT I1-3

Event Review Documents Scope Review and Draft Agendafor On-site Ready Team and Prepare
Objectives Review Final Noticeto State
Action Review documentation Identify initia findings/ Prepare agenda for on-site Conduct final team conference
concerns review cal
Notify State
Scope review and objectives Notify State
Detail Locate and analyze existing Call conference to identify Develop agendato achieve Ensure team members have
CO and RO documentation team'sinitia findings and review scope and objectives review scope, objectives,

to prepare for on-site

Prepare test data, if
necessary

Notify State by letter of
review and request
additional information

Review additiona
documentation

concerns

Determine scope: who, what,

where, when, why, and how
Set objectives

Select specific management
and system engineering

criteria

Get management approval

Coordinate with State as
required

Develop detailed agenda for
team use, specifying assigned
tasks and team meetings

Get management approval

agenda, and schedules.

Ensure each team member is
prepared to fulfill assigned tasks
on-site

Plan entrance conference

Finalize on-site review plan
with State

Prepare entrance letter with
agenda
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Team members can identify other documents to request by reviewing the questions in the
management and system review areas, Chapters 3 and 4 and AppendicesC and D. Seedso
Exhibit 11-4 on the following page.

As directed by the team leader, team members should review the documents, identifying
preliminary concerns, findings, and additional needed information. For example, progress
reports may indicate a history of milestone dippages, suggesting that the systems design has
serious project management or resources problems. Team members should keep in mind
that review of the documentation, in concert with the information generated on-site in the
interviews, will provide the mgority of the evidence for the review report.

At the conclusion of the team members reviews, the team leader should initiate a
conference cal. All team members should present the results of their evaluations and needs
for further information, which the team leader will consolidate. The outcome of this stage
of the review should be the team's consensus on:

Preliminary concerns or findings, and

A list of additiona information required of the State.

2. ProvidePreliminary Noticeto State

The team leader should draft a letter providing, as appropriate, either preliminary notice of
the review or acknowledgement of the State's request for certification. The letter should:

Provide alist of additiona documentation which must be submitted by the State,

Suggest atimeframe for on-site review, and

Identify the team leader assigned to the project.
States should be given at least 45 days notice, if possible. A copy of a sample notification
letter is included in Appendix A. A copy should be sent to the Director, Office of
Information Systems Management, Administration for Children and Families, if the review

will be conducted by regional personnel alone.

Examples of additional information which can be requested are listed in Exhibit 11-4 on the
following page.
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EXHIBIT I1-4

ADDITIONAL INFORMATION THAT MAY BE REQUIRED:

PRE-REVIEW, ON-SITE REVIEW, OR POST-REVIEW

M anagement Documents

Systems Engineering Documents

State plan and system goals
System implementation schedule
Project management plan
Requests for Proposal

Related contracts and agreements
Staffing and organization charts
Telephone book

Cogt allocation plan

Cost allocation procedures
Security plans

Security policies and procedures
Contingency and backup plan
Disaster recovery test results
Results of last security review
Configuration Management procedures
Change Control procedures
Conversion Plan

Test Management Plan

Facilities Management Plan

Site Preparation Plan

Installation Plan

Test and Validation Plan

Users manuals

Training Plan
Post-Implementation Test Plan
Three-Y ear Configuration Plan

List of hardware and software
System narrative

Functional specification
Information flow charts
System flow charts

Design documents

Interfaces with other systems
List of application programs
Schemallisting for database
Data element dictionary

Edit definitions

Systems reference manual
Copies of input/output forms
Origination sources of input
List of reports and outputs
Destination sources of output
Copies of production data
Copies of production reports
User acceptance agreement
User procedures manual
Training manual

System operations reports
Performance and capacity
measurement reports
Trouble logs

Standards manuals

Glossary of terms, acronyms, and
symbols

Error recovery procedures
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3. Review Additional Documentation

As soon as the additiona information is received from the State, the team leader should
disseminate it for review. To the extent possible, team members should review al written
documentation when recelved and prior to the on-site visit. During review, each team
member should update the list of initid concerns, findings, and review objectives as

appropriate.

If the State has not agreed to a time for on-site review, the team leader should initiate
contact with the State to finalize the review schedule.

4. Identify Preliminary Findingsor Concerns

Following the conclusion of team review, a conference call initiated by the team leader will
consolidate the team members efforts. The review should have a set of preiminary
findings or concerns to be addressed during the review. Depending on the results of the on-
Site and post-review process, these initia findings may be further developed, modified, or
eliminated.

5. Scope Review and Set Objectives

One of the most important phases of any review is the phase during which the scope and
objectives of thereview are set. After dl, reviews are resource-intensive effortsinvolving a
nearly overwhelming body of information. To cope with and manage the review in a
limited time, reviewers need to remain focused on the review's scope and objectives.

This is not to say that a reviewer cannot change review scope and objectives based on
findings during the on-site review. Indeed, the reviewer should, but only if the new line of
inquiry fits within the general authority of the review being conducted and is approved by
central or regional management as a change to the previously approved scope.

In order to accomplish this phase, the team leader should document the review's scope,
objectives, and schedule — building on information and lines of inquiry developed by the
team during pre-review. The scope should define:
What information system will be reviewed,;
Who the team must meet with during the on-site review — including State program
management, systems development and data center staff, and fisca personnel, as
well as key contractor personnel working on the systems effort;

Wher e the review will take place, for example, both State level and selected county
or district systems — and for reviews including certification assessment, with one
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representative of each component of the respective program (for example,
prosecuting attorneys and clerks of the court for applicable Child Support
Enforcement Systems);

When the review will be conducted, consistent with the original schedule and with
State agreement;

Why the review will be conducted, in terms of mission and objectives; and

How the review will be conducted, in terms of tasks, responsbilities, milestones,
deliverables, and schedules.

Following this general scoping, the team must identify the specific management and
systems engineering criteria for focus. A general discussion of the criteria appear in
Chapters 3 and 4 of this guide. Specific questions representing a "universe" of systems
review criteriaare included in Appendices C and D.

It is the responsibility of the team leader and members, as experienced review professionals,
to determine which questions are applicable and pertinent to a given review and to assign
responsibility for those questions to specific team members. For example, a review
conducted shortly after the State's submission of a planning APD will have few, if any,
systems implementation questions — except perhaps in terms of planning for
implementation.

It is also the responsibility of 